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EXAMINER'S ANSWER 



This is in response to the appeal brief filed 5/29/2009 appealing from the Office action 
mailed 9/24/2008. 
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(1) Real Party in Interest 

A statement identifying by name the real party in interest is contained in the brief. 

(2) Related Appeals and Interferences 

The examiner is not aware of any related appeals, interferences, or judicial 
proceedings which will directly affect or be directly affected by or have a bearing on the 
Board's decision in the pending appeal. 

(3) Status of Claims 

The statement of the status of claims contained in the brief is correct. 

(4) Status of Amendments After Final 

The appellant's statement of the status of amendments after final rejection 
contained in the brief is correct. 

(5) Summary of Claimed Subject Matter 

The summary of claimed subject matter contained in the brief is correct. 

(6) Grounds of Rejection to be Reviewed on Appeal 

The appellant's statement of the grounds of rejection to be reviewed on appeal is 
correct. 

(7) Claims Appendix 

The copy of the appealed claims contained in the Appendix to the brief is correct. 

(8) Evidence Relied Upon 

6,215,877 Matsumoto, Tatsuro 04-2001 

5,610,981 Mooneyetal. 03-1997 
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5,933,605 



Kawano et al. 



08-1999 



6,169,802 



Lerner et al. 



01-2001 



2001/0004736 



Hirano et al. 



06-2001 



(9) Grounds of Rejection 

The following ground(s) of rejection are applicable to the appealed claims: 
Claims 1, 3, 4, 6 - 10, 20 and 21 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Matsumoto U.S. Patent No. (6,21 5,877) in view of Hirano et al. U.S. 
PG-Publication (2001/0004736). 

As per claims 1 , 20 and 21 , Matsumoto teaches a key management server for 
managing secret keys and public keys corresponding to given attribute values and a 
provider terminal for generating an encrypted content that can be decrypted by said 
user terminal having said attribute secret keys corresponding to given attributes by 
means of said public keys (Matsumoto, Col. 2 Lines 60 - 67 and Col. 3 Lines 1 - 5), 
wherein said provider terminal distributes said encrypted content and said user terminal 
decrypts said encrypted content decryptable by means of said attribute secret keys of 
its own (Matsumoto, Col. 4 Lines 57 - 67) but fails to teach a user terminal for 
accessing said key management server to obtain attribute secret keys generated based 
on said secret keys, said attribute secret keys corresponding to attributes identifying 
said user terminal. However, in an analogous art Hirano teaches a user terminal for 
accessing said key management server to obtain attribute secret keys generated based 
on said secret keys, said attribute secret keys corresponding to attributes identifying 
said user terminal (Hirano, Paragraph 0098, key based on user's information). 
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At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Hirano's method for facilitating legitimate use of digital 
content with Matsumoto's key management server and chat system because it offers 
the advantage of protecting computerized data from unauthorized access (Hirano, 
Paragraph 0006). 

As per claim 3, Matsumoto teaches user terminal sends a set of attribute values 
indicating attributes of its own to said key management server; and said key 
management server generates said attribute secret keys unique to said user terminal 
based on, among said secret keys managed by said key management server, secret 
keys corresponding to the attribute values sent from said user terminal and sends said 
attribute secret keys to said user terminal (Matsumoto, Col. 4 Lines 37 - 49). 

As per claim 4, Matsumoto as modified teaches a key storage for storing secret 
keys and public keys corresponding to predetermined attribute values; an attribute 
secret key generator for obtaining a set of given attribute values and generating 
attribute secret keys corresponding to said set of attribute values based on secret keys 
corresponding to said attribute values among said secret keys stored in said key 
storage (Matsumoto, Col. 2 Lines 60 - 67 and Col. 3 Lines 1 - 5), and a 
sending/receiving unit for receiving said set of attribute values from a given user 
terminal and sending said attribute secret keys generated by said attribute secret key 
generator to said user terminal (Matsumoto, Col. 4 Lines 57 - 67) wherein said attribute 
values identifying said user terminal (Hirano, Paragraph 0098, key based on user's 
information). 
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As per claim 6, Matsumoto teaches an encrypted content generator for 
encrypting said content based on said criteria keys (Matsumoto, Col. 9 Lines 45 - 65) 
and a sending unit for sending said encrypted content without specifying any recipient of 
said content via a network (Matsumoto, Col. 4 Lines 57 - 67) but fails to teach a criteria 
key generator for obtaining public keys corresponding to attribute values indicating 
attributes of a recipient to which a content is to be sent and using said public keys to 
generate criteria keys that can be decrypted by secret keys corresponding to said public 
keys. However, in an analogous art Hirano teaches a criteria key generator for 
obtaining public keys corresponding to attribute values indicating attributes of a recipient 
to which a content is to be sent and using said public keys to generate criteria keys that 
can be decrypted by secret keys corresponding to said public keys (Hirano, Paragraph 
0098, key based on user's information). 

At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Hirano's method for facilitating legitimate use of digital 
content with Matsumoto's key management server and chat system because it offers 
the advantage of protecting computerized data from unauthorized access (Hirano, 
Paragraph 0006). 

As per claim 7, Matsumoto teaches criteria key generator combines, based on 
predetermined rules, criteria keys corresponding to the individual attribute values 
encrypted by using public keys corresponding to said individual attribute values to 
generate a criteria key for restricting recipients of said content (Matsumoto, Col. 4 Lines 
37-49). 
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As per claim 8, Matsumoto disclose criteria key generator generates a session 
key for encrypting said content and a criteria key for decrypting said session key; and 
said encrypted content generator uses said session key to encrypt said content content 
(Matsumoto, Col. 4 Lines 37 - 49). 

As per claim 9, Matsumoto teaches a sending/receiving unit for accessing a key 
management server managing (Matsumoto, Col. 4 Lines 57 - 67) and a decryptor for 
obtaining an encrypted content and decrypting said content based on said attribute 
secret keys (Matsumoto, Col. 1 1 Lines 2-8) but fails to teach secret keys and public 
keys corresponding to given attribute values to receive attribute secret keys 
corresponding to attributes established for identifying said information processing 
apparatus, said attribute secret keys being generated based on said secret keys. 
However, in an analogous art Hirano teaches teach secret keys and public keys 
corresponding to given attribute values to receive attribute secret keys corresponding to 
attributes established for identifying said information processing apparatus, said 
attribute secret keys being generated based on said secret keys (Hirano, Paragraph 
0098, key based on user's information). 

At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Hirano's method for facilitating legitimate use of digital 
content with Matsumoto's key management server and chat system because it offers 
the advantage of protecting computerized data from unauthorized access (Hirano, 
Paragraph 0006). 
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As per claim 10, Matsmoto teaches sending/receiving unit sends a set of attribute 
values established for said information processing apparatus to said key management 
server and receives said attribute secrete keys generated based on said set of attribute 
values from said key management server (Matsumoto, Col. 4 Lines 37 - 49). 

Claim 2 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Matsumoto U.S. Patent No. (6,215,877) and Hirano et al. U.S. PG-Publication 
(2001/0004736), as applied to claim 1 and in further view of Kawano et al. U.S. Patent 
No. (5,933,605). 

As per claim 2, Matsumoto fails to teach provider terminal distributes said 
encrypted content without specifying said user terminal that is to receive said encrypted 
content. However, in an analogous art Kawano teaches provider terminal distributes 
said encrypted content without specifying said user terminal that is to receive said 
encrypted content (Kawano, Col.1 1 Lines 40 - 57). 

At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Kawano's apparatus for filtering multicast messages with 
Matsumoto's key management server and chat system because it offers the advantage 
of have the data receiving operation that is not dependent on an expansion system 
(Kawano, Col.1 1 Lines 40 - 57). 
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Claim 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Matsumoto U.S. Patent No. (6,215,877) and Hirano et al. U.S. PG-Publication 
(2001/0004736), and in view of Applicant Admittance Prior Art (hereafter AAPA). 

As per claim 5, Matsumoto in view of Hirano fails to teach attribute secret key 
generator generates said attribute secret keys by using a protocol implementing 
oblivious transfer protocol. However, attribute secret key generator generates said 
attribute secret keys by using a protocol implementing oblivious transfer is taught by 
applicant on pages 14 and 15. The specification describes oblivious transfer protocol, 
in order to be used secretly obtain attribute secret keys. 

(10) Response to Argument 
Response to Section I) 

Appellant argues on pages 6 and 7, that "the term attribute as used herein refers 
to information representing the individuality of the user of a user terminal or the user 
terminal itself," should entail that the term attribute must be interpreted by what is in the 
specification. This limitation is not in the claim. The limitations of claim 1, were given 
the broadest reasonable interpretation consistent with the specification, as noted in 
MPEP 2111. The interpretation of the Examiner of keys based on user ID or passwords 
as cited by Hirano on Paragraph 0098, is consistent with a reasonable interpretation of 
the limitation. 

Appellant argues on pages 7 and 8, that Matsumoto in view of Hirano fails to 
disclose, teach or even suggest "a user terminal for accessing said key management 
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server to obtain attribute secret keys generated based on said secret keys, said 
attribute secret keys corresponding to attributes identifying said user terminal," 
regarding claim 1 . Examiner respectfully disagrees. Matsumoto fails to teach a user 
terminal for accessing said key management server to obtain attribute secret keys 
generated based on said secret keys, said attribute secret keys corresponding to 
attributes identifying said user terminal. However, in an analogous art Hirano teaches a 
user terminal for accessing said key management server to obtain attribute secret keys 
generated based on said secret keys, said attribute secret keys corresponding to 
attributes identifying said user terminal (Hirano, Paragraph 0098, key based on user's 
information). Appellant's argument was directed towards the idea that Hirano was fails 
to access a key management server to obtain a key. However, it was not the position of 
the Examiner to have Hirano teach this limitation. The primary reference (Matsumoto) 
was used to teach a key management server which is accessed and distribute keys. 
Hirano was used to teach that it is well known in the art to have a key which 
corresponds to another key which is based on user attributes (Hirano, Paragraph 0098). 
Which reads on the limitation of claim 1 , where a key is generated based on another 
key/set of keys wherein those keys were based on user information and/or attributes. It 
was never the position of the Examiner to teach the key management server. 

Further on Pages 8 and 9, Applicant argues that it would be improper to combine 
the references of Matsumoto and Hirano. Examiner respectfully disagrees. At the time 
the invention was made, it would have been obvious to a person of ordinary skill in the 
art to use Hirano's method for facilitating legitimate use of digital content with 
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Matsumoto's key management server and chat system because it offers the advantage 
of protecting computerized data from unauthorized access (Hirano, Paragraph 0006). 
Hirano and Matsumoto both deal with the transmission of data by using encrypted 
means, which is reasonable enough to show that the two references are in an 
analogous art. It would be obvious to combine the two references, since Hirano is 
teaching a more secure key than what is in Matsumoto. Thus a more secure key would 
increase the protection of computerized data from unauthorized access from 
unauthorized parties. 

Response to Section II) 

Appellant argues on pages 1 1 and 12, that Matsumoto in view of Kawano is in 
error since the examiner failed to provide an explanation or reasoning for the rejection. 
Citing 37 C.F.R. 1 .1 04 c (2). Examiner respectfully disagrees. Appellant is claiming 
that reference was to complex to see the nature of the rejection. The limitation of claim 
2 states "provider terminal distributes said encrypted content without specifying said 
user terminal that is to receive said encrypted content." Kawano states "In the 
communication system using the contents code, the transmitting computer attaches to 
the transmission data the contents code corresponding to the contents of transmission 
data and then transmits the resultant data without recognizing the address of the party." 
It is clear and NOT complex in how Kawano states that a communication system 
transmits data without specifying a user terminal since the data sent did not recognize 
the address of the party. This reads on the limitation of claim 2, where a provider 



Application/Control Number: 10/600,547 Page 1 1 

Art Unit: 2439 

terminal, which in Kawano is the transmitting computer, distributes content without 
specifying terminal to receive the data, which in Kawano is the party receiving the data 
where the address is not recognized. 

(11) Related Proceeding(s) Appendix 

No decision rendered by a court or the Board is identified by the examiner in the 
Related Appeals and Interferences section of this examiner's answer. 

For the above reasons, it is believed that the rejections should be sustained. 
Respectfully submitted, 
Roderick Tolentino 
/R. T./ 

Examiner, Art Unit 2439 

Conferees: 
Ed an Org ad 
/Edan Orgad/ 

Supervisory Patent Examiner, Art Unit 2439 

Christopher Brown 
/Christopher J Brown/ 
Primary Examiner, Art Unit 2439 



